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[l nobyoosu cyuachux mexawizmie IHKancyisyii Kiouie GUKOPUCIOBYEMbC MOOYIbHULL NIOXIO.
3a ochosy bepemwcs Oesixka acumempuuna cxema i 3a O0onomozoi nesroco CPA-10-CCA
nepemeopenHs Ha ii ocHogi 6yO0yemvbca Mexanizm imkancyaayii kmouie. Y bacamvox cyuacHux
Mexanizmax iHKancynayii Kioyvie 8UKOPUCMOBYIOMbCs 00KA3080 Ge3nedni nepemeopenis, npome
ona JCTY 8961:2019 wapasi cnocmepicacmovcs cymmeeuil 6pax makoeo auanizy. Auanis
NOOIOHUX nepemeopenb 3a3euuail i00yeacmvcs He y CMAHOApMHI Moldeni, a y Mooeii
BUNAOKOB020 OPAKYIA, OCKIIbKU 0080JIi 8ANCKO 6paxysamu 6naug zew Qyukyit. Y pobomi
HagedeHo nepwii pe3yrbmamu amanizy 'y mooeni eunaokogozo opaxkyia CPA-t0-CCA
nepemeopenHs, wo euxopucmosyemocs 6 cmanoapmi JJCTY 8961:2019 ons nobyoosu mexamnizma
inkancynayii knouig. Ilokazano, wo KOHCMPYKYIsL € 6E3NEUHOI0 3a YMOBU, KO UKOHYEMbCS PO
MOOENbHUX NPUNYUYEHD.

KaruoBi caoa: JICTY 8961:2019; wmozens BHUOAAKOBOTO Opakyia;
kpunTorpadis Ha pemIiTKax; JoKa3oBa Oe3leKa, MeXaHi3MHU IHKAICyIALii
KITIOiB

Beryn. 3a3Buuail, asisi MPakTHYHUX 3aCTOCYBaHb MEXaHI3MHU IHKAICYJIAIIl KITIOYiB
(KEM) BBaxaroThcs Oesneunumu [1,2], SIKIIO CKJIAIHICTh OYIb-sIKOI aTakud 3
aJaNTUBHO MigiOpaHUMKM IIU(PPOTEKCTAMU € 3aHAATO BEJIMKOI JUIS NPAKTHIHOI
peamizamii. Sxmo KEM MicTuTh 0Ka3 TOro, mo BiH € OE3MeYHHM y 3a3HAaYeHOMY
BHUIIIE CEHCI 32 YMOBHU CKJIQJHOCTI IIEBHOTO HEBEIMKOTO HaOOPY TEOPETHKO-UYHCIOBHX
mpoOJjeM MpHU KOHKPETHHX 3HAYCHHSX 3arajibHOCHCTEMHUX IMapaMeTpiB, TO KaXKyTh,
o BiH € Oe3neyHuM y cramaptHid moneni [3]. Haxans, mokasu y craHaapTHiil
MOJIeTli 9acTo He MOXIHMBO oTpuMartu it peanpbHunx KEM. [lpuumHoro 1poro €
BUKOPHCTaHHs Kpunrorpadiunux rem ¢yskitii [3]. YacTto BiACYTHI IHCTPYMEHTH ISt
TOro, 00 BpaxyBaTH BIUIMB anreOpaidyHOl CTPYKTYpH Ta BIACTHBOCTEH remn (yHKIT
Ha Oe3rneKy nepeTBOpeHb. ToMy, Ha MPAKTHUL, MOMHUPEHOI0 MOAU(DIKALIIEID € MOAETDH
BUIIAJKOBOrO opakyna [4], y skiii yci rem (yHKIii 3aMiHIOIOTBCS Ha BHIIAJIKOBI
OpaKyJIH - iJjeallizoBaHi reml QyHKIIIi, 0 He MAlOTh BHYTPITHBOT CTPYKTYPH.

1. ®opmanbuuii onuc JACTY 8961:2019
Benemo nosnavenns. Hexait R, = Zq[X]/(Xn — X —1) — Kiiblle MOJIHOMIB Ha Z,3

TBipHUM mOJiHOMOM X' —-X -1, a R, — MHOXMHA MOJIHOMIB KUIbIIS Rq, yci
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KoedimieHTn KX Hanexars 10 MHOXuHE {—1,0,1}. [To3Haunmo 5K Rg’b MHOXXUHY
YCiX MONIHOMIB y R, III0 MalOTh KilbKiCTh HEHYJIBOBHX €JIEMEHTIB y Aianma3oHi [a,b].
Slkmo a=b, To BUKOpHCTOByeThCS ckopodeHe mosHadenHs Ry'=R;. JCTVY
8961:2019 BuKOpHCTOBYE HACTYITHI rent ¢ yHKIIII:
BPGM :{0,1j" ™" xR R,
MGF : R, —{0,1}
H:R, »{0,1}"

1)

. K es
KDF : R, —{0,3

ne A — mapamerp Oesneku, t — 3araJbHOCUCTEMHHUI Iapamerp, a
MaXpsglenpytes APy Kpytes € KOHCTAHTaMH, IO BU3HAYAIOTHCS HA OCHOBI

3araJIbHOCUCTEMHUX TapaMeTpiB. TakoX BUKOPUCTOBYEThCS  Ol€EKTHBHE
B1I0Opa’KCHHS:

Pad :{0,3" "o 5 {0,3% R
Pad ™ : Ry {0, " £0, 13

()

,IKe KOJIIy€e TOBiIOMIICHHS (y BUTJISAL CTPOKH OITiB), TOBKUHY IMOBIIOMIICHHS
Ta BUIIA/IKOBY CTPOKY OITiB y IOJTIHOM 3 R, .
Cxema acuMeTpUYHOTO MK(PYBaHHS, IO JIEKUTh B OCHOBI IIPOTOKOIY

1HKancynauii kioviB, HaBeneHa Ha pucyHKy 1. CPA-t0o-CCA neperBopeHHs
JACTY 8961:2019 HaBeneHO Ha PUCYHKY 2.

SkelyaPKE.Gen(14): SkelyaPKE.Enc(msg, coins, h):  SkelyaPKE.Dec(c, (f, h)):
1. f <5 R% 1. m = Pad(msg, coins) l. a=fc
[22-1+1J 2. r = BPGM (msg, coins, h) 2. m'=amod 3
2. gerRy 3. R=rh 3. if m' ¢ REV? return 1
3 if3f+1) ' =1goto! 4. m' =m+ MGF(R) 4 R=c—m'
4 h=@f+1D'geRr, 5. if m' € REY™ retum L 5. m=m'— MGF(R)
5. return(pk = h,sk = f 6. c=R+m' 6. (msg,coins) = Pad~*(m)
7. return(c) 7. v' = BPGM (msg, coins, h)
8. R"=1'h
9. if R" = R return msg
10.return L

Puc 1. Acumerpruna cxema mmdppysanss y ACTY 8961:2019

SkelyaK EM.Gen(1%): SkelyaK EM.Encaps(pk = h): SkelyaKEM.Decaps(C = (C,,C,), sk = (f, h)):
1. return (pk,sk) = SkelyaPKE. Gen(1%) L. x p {0,1}Msgken 1. x = SkeylaPKE .Dec(Cy, sk)
2. r=BPGM(x,h) 2.if x =1 return L
3. C; = SkelyaPKE.Enc(x,r,pk) 3.7 =BPGM(x,h)
4. if €, =1 goto 1 4.C;=H(r)
5. C,=H(r) 5.C{ = SkelyaPKE.Enc(x, 7, h)
6. K = KDF(r) 6.if €l =C,&&C,=C,
7. C=(C,C) 7. returnK = KDF(r)
8. 8. return (C,K) 8. return 1

Puc 2. Mexani3um inkancynsmii kimrouis JJCTY 8961:2019
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Bin acumeTpuuHOi CXeMH J0JAaTKOBO BHUMAraerbcs, MO0 iCHYBaso
JOCTaTHBO Majia KOHCTAHTA y , TS SIKO1 BUKOHYETHCS HEPIBHICTh

|r:Enc(pk,r,m)=CI|< y(4) =negl(1) 3)
2. Besneka CPA-t0-CCA neperBopeHHst

IND-CCA2 6e3mekn SkelyaPKE y mozerni BHMaaKOBOTO Opakyia TPYHTYETHCS Ha
CTaHJIAPTHUX TeXHIKaX. BUKOPUCTOBY€EThCS HACTyNHA TeXHiIUHA Jiema [5]:

Jlema 1. Ilo3nauumo sk A, B,E neski nojii B WIMOBIpHICTHOMY HpoCTOpi. K110
Pr[A|—E]=Pr[B|—E], To mae micue uepisuicts | Pr[A]—Pr[B]|<Pr[E].

Teopema 1. Hexaii PPKE =(Gen,Enc,Dec) - nesika i#iMoBipHiCHa cxema
acumerpuunoro mmppysanus, a SkelyaKEM - mexani3m iHKancymsiii Kiovei, 1o
moOyJ0BaHM 3a JOTIOMOTOI0 3aCTOCYBaHHs mepeTBopeHHs Ha Puc 2 mo PPKE. fAxmio
icnye amroputm A, mo Moxe mnepemortu y IND-CCA2 rpi SkelyaKEM 3a
TOJIIHOMIANbHUIL 9ac 3 HMOBIPHICTIO & Ta POOHTB Ugpgy s G+ dkpr » Upecaps 3ATUTIB 1O

BuraakoBux opakynis BPGM ,H,KDF Ta opakyna nemmdpyBaHHs, TO iCHY€ alTrOPUTM
B, mo moxe inBeptyBatu PPKE 3 iiMmoBipHicTIO &'.

qDecaps _ 4 qDECﬁPS (4)

g'>g—| R32t,N—2t | 2

JHoxkas.

Anroputm B mpuiimae y sikocti aprymenra mugpotekct PPKE- CI , BIIKPUTHIL
kiarou Pk Ta moBeprae X. CyTHicTh anroputMy B mossrae y cumyssnii IND-CCA2
TpY AJIs AITOPUTMY A Ta MpaIloe HACTYITHUM YHHOM:

Kpok 1: Anroputm B reHepye BUIaaKoBi 6iTOBi cTpoku C,,K .

Kpok 2: Anroput™m B nepenae pk mo A.

Kpok 3: AnroputmM B uekae Aoku A 3ampocuTh 3aBJaHHsA, Ha 3amuT B
MOCHUIIAE TIapy (C* =(C;,C), K*) .

Kpok 4: Anroputm B yekae 1oku A moBepHe OiT o'.

Kpox 5: Anroputm B mnepeBipse um icHye (X,r)eBPGM, g, A SIKOTO
BUKOHYETBCS Enc(x,r, pk) =C; . SIKIIO TaK, TO 0GYUCIIIOE TA OBEPTAE X .

Kpok 6: Anroputm B mnepeBipse un icHye (r,K) e KDF i, abo (r,hash)eH, r,
JUIS SIKOTO BUKOHYETBCSL X = Pad ™ (C; — rh — MGF(rh)); Enc(x,r, pk) =C, . SIKio Tax,
TO MOBEPTAE X.

Kpok 7: Anroputm B noBepTae BUNIAJKOBE X .
Opakyin aiast BPGM (x) mpaiitoe HaCTyITHUM YHHOM:

Kpoxk 1: Skmo (x,r) e BPGM i , TO TIOBEPHYTH [ .
Kpoxk 2: SIkio Decaps(C,,sk) = x , TO moBepHyTH BPGM (X) .
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Kpok 3: Imakme oOpaTu BunagkoBue r, nomaTd A0 BPGM, . (X,r) Ta

TOBEPHYTH [ .
Opaxyn st H(r) mpamtoe HaCTYITHAM YHHOM:

Kpox 1: SIkmo (r,hash) € H, s; , TO HOBepHYyTH hash .
Kpok 2: SIkio BPGM (Decaps(C; ,sk), pk) =r , T0 moBepHyTH H (r).
Kpok 3: Inmakme obOparu BumagkoBue hash, momatm no H, i (r,hash) ta

IIOBEpHYTH hash .
Opaxyn aust KDF(r) mpaiffoe HaCTyTHHM YHHOM:

Kpok 1: SIkmo (r,K) e KDF s; , TO moBepHyTH K .
Kpok 2: SIkio BPGM (Decaps(C, ,sk), pk) =r , To moBepuyti KDF(r).
Kpok 3: Inakme oOparu BumaakoBue K, gomatu go KDF o (r,K) Ta
nosepHytu K.

Opakyn nekancymsanii Decaps((C;,C,)) mpauroe HaCTYITHUM YHHOM:
Kpok 1: SIkmo C, =C;, To moBepHyTH L.
Kpox 2: 151 KO>)KHOTo 3Ha4€HHs (X,r) € BPGM ¢y MEPEBIPUTH, U BUKOHYETHCS
Enc(x,r, pk) Ta H(r)=C,. fIKI0 Takoi napu He 3HaiIE€HO, TO IOBEPHYTH L .
Kpok 3: O6uucnut K = KDF(r) 3 Bukopucranuam opakyna st KDF.
Kpoxk 4: [Toepuytn K .

ITo3HauuMo SK Wr‘é";? Ta Wo"r";rc‘le noii, mo BigmoBizarote mepemosi A y IND-
CCA2 rpi 3 peanbHuMH Telll QYHKIIAMU Ta 3 OpaKyJIaMH BiINOBiIHO. Po3risiHeMo sk
3MIHMTBCS HMOBIPHICTh TIEPEMOTH, SIKIIO 3aMiHUTH CIpaBXHI Trem (YHKIII Ha
BUMAAKOBI opakynu. J[ns anmropurmy A pi3HULA He OyJe MOMITHA, SKIIO: A
pOOUB 3amUT Ha pO3MIU(PYBAHHS 3aBJaHHA JI0 TOTO, IK OTPUMAaB 3aBJaHHA abo
ApoOHB 3amUT Ha JEKancyssuilo BamigHoro mugpporekcry C,,C,,ane A He

poOuB BianoBigHux 3anuTiB 10 H a6o BPGM.
[Toznaunmo sx W, , TOJII0, O 3a3Ha4Y€H] BUIIE BUNAJKH HE CTaHYyThCS, OTKE,

BUKOpHUCTOBYIOUM Jlemmy 1, Maemo:

Pr[\/vr‘g;? | =Wing1= Pr[\Nov:;rC]Ie | =Wing 1= 5)

| PrIW,eny 1= PriWrae T1< PrIW, 4 1

Tak sk mmdporekcT OyB 0OpaHHil BHIIJKOBO, TO HMOBIPHICTH MEpPUIOT MOJIT
o6MexeHa Upecaps | Rgt'N_Zt |. MimogipuicTs Toro, mo H (BPGM (Decaps(C, sk), pk))

A o . .
0OMeKeHa ¥ (pecaps / 27 . OTike, MOBHA HMOBIpHICTE Oysie

qDecaps + 70 Decaps (6)

2t,N-2t A
IR 2

104



ISSN 1816-1545 ®i3Mko-maTeMaTU4yHe MoAentoBaHHA Ta iHpopmauinHi TexHonorii
2023, Bun. 36, 101-105

OcCkinpKY TiepeBara y rpi 3 OpaKyJioM € HIDKHBOIO OIIHKOIO HMOBiIpHOCTI TOTO,
mo cepex 3anmuTiB g0 rem (QyHKIiA Oyne iH(opMalis, SKOi JOCTaTHBO IS

nemmrdpyBaHHS MHAQPOTEKCTY Cl* , TO MaEMO:

N _ qDecaps _ 7/qDecaps
& =& RZl,N*ZI 21
IR |

o 1 Tpeba Oy0 1oBECTH.

()

BucnoBku. Y poboti Oyno goseaeHa B Mojeni BumagkoBoro opakyma IND-CCA2
6esnexka CPA-t0-CCA meperBopenns JICTY 8961:2019. BaxmuBo po3ymiTH, M0
JI0Ka3 y MOJIEJi BHIAJKOBOTO OpaKylia He O3Hadae, IO B3aralli aTak He Mae, a JIUIIe
JIOBOJUTh 3aXUCT BiJ IIUPOKOTO KJIacy arTak, [0 MiANaJaloTh i MOJCIbHI
npumymieHHs. HaBenmeHwit B it poOOTI OKa3 MOXe B MOJATBIIOMY OyTH
BJIOCKOHAJICHUN 3 BUKOPHCTAHHSAM OINBII CHIIBHAX TEXHIK Ta 3 MEHIIOK KUTBKiCTIO
MOJICJIbHUX TMPHUNYyIEeHb. JloCHiKyroun BIACTHBOCTI 3arallbHUX MapaMeTpiB Ta
JIOTIOBHIOIOYM ICHYIOUI JOKa3d MOXJIMBO CTBOPHTH OiIbII KOMIUIEKCHI MOJAENi
0e3mnexu, o BPaXOBYIOTh OOJBIINY KUTBKICTh 3arpo3 1 MarOTh MEHIIE PU3UKIB.
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Analysis of DSTU 8961:2019 CPA-to-CCA transformation in
random oracle model

Kandii Serhii

A modular approach is usually used to build modern key encapsulation mechanisms. Some
asymmetric scheme is taken as a basis, and with the help of a certain CPA-to-CCA transformation,
a key encapsulation mechanism is built on its basis. Many modern key encapsulation mechanisms
use provably secure transformations, but for DSTU 8961:2019 there is currently a significant lack
of such an analysis. The analysis of such transformations usually takes place not in the standard
model, but in the random oracle model, since it is quite difficult to take into account the influence
of hash functions. The paper presents the first results of the analysis in the model of the random
oracle CPA-to-CCA conversion, which is used in the DSTU 8961:2019 standard to build the key
encapsulation mechanism. It is shown that the construction is safe provided that a number of
model assumptions are fulfilled.
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