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36opomuiii inowcunipune mae 6azamo 3acmocysanv 8 IT. Lle 3a0aui cymicnocmi, 8i0meopeHHs
3acmapinux KOMNOHEHMI8, aHANi3y Ma 3axXucmy npocpamuux npooykmis. He 3eadicaiouu na
aKmyanbHiCms, KOMNJIEKCHU NioXi0 00 GUPIWeHHA 3a0ay KOHMPOA Ma noOy008u 3aXuyeHux
npocpamMuux peanizayiti 3 Ypaxy8amHAM MOJICIUBOCMEl Npopamuoi indcenepii ma nomped
iHGhopmayitinoi beznexu iocymuii. B pobomi npooemMoHCmpo8ana Mo*CIUGICIb NPeOCmasieHHs
npoyecy 360pOMHO20 NPOEKMYBAHHS Y 6ueiadi nociidosHocmi abemparyiu. Memoou awnanizy
npOSPAMHUX peanizayiti CMamuyul, OUHAMIYHUL U, 30KpeMd, eKCHepUMeHMIs, NOEOHYIOMbCs
Mooennio abcmpaxyitl 6 102iuHy NOCAI008HICMb. A 3ACMOCY8AHHA MEMPUK NPOSPAMHUX HPOOYKMIE
HAOA€e MOJICIUGICIb NPUB A3aMU KOHMPONb Md pPO3POOKY 3AXUCHUX MEXAHI3MI8 NpPOSPaAMHUX
peanizayiii 00 6a306ux NOHAMb iHGoOPMayitiHOT be3nexu, a came — 00 PO3PAXYHKY PUSUKIE.

KaiouoBi cioBa: 3BOpOTHIN iHKMHIPHHT, aOCTpakilisi, 3aXUCT, MPOTPAMHUN
NPOAYKT, METPUKU, METOJL

Beryn. 3BopotHa imkenepis (Reverse Engineering) — ne mMeros aHamizy o0’ exTa, sSKuii
J0TIOMarae 3po3yMiTH, SIK CKOHCTPYHOBaHO CHCTEMY a00 YacTHUHY IPOTPaMHOTO
3a0e3MeUeHHs, 3aralbHy JIOTIKY PoOOTH, TP HEOOX1THOCTI MOKPaIUTH (QYHKI[IOHAI,
MiABHIIUTH PIBEHb 3aXUCTy ab0 MPOBECTH MEPEBIpKY piBHS OE3MEeKH MPOrpaMHOro
HPOIYKTY.

VY ramy3i KOMI'IOTEpPHOI Ta MPOTpaMHOi iH)KEHepil 3BOPOTHHU 1HXXWHIPUHT
3aCTOCOBYETHCS TPH  PO3pOOI Ta 3aXWMCTI MPOrpaMHOrO  3a0e3NEYCHHS, Y
KOMIT FOTepHIH TpalibHil 1HIyCTpil, TU3aiHi.

1. IHocranoBka 3agaui

[Iporiec 3BOPOTHOTO IHXKUHIPUHTY Ma€ BCi O3HAKH IOCHIJOBHOIO HAayKOBOTO
nocmipkeHdst [1]. OCHOBHMMH eTamaMu TIPOIECY 3BOPOTHOTO IHXHHIPUHTY € 30ip
iHpopMaLii MOoJ0 MPOrpaMHOTo MPOAYKTY; aHali3 Ta CTPYKTypH3alis MPOrpaMHOTO
KOy 3 BWJIUJICHHSM TIPOIECHOI Ta iHTep(helCHOI YacTHH, CTPYKTYp HaHHX TOIIO;
noOyJi0Ba TaONUIh pillleHb; onuc (HYHKIIOHATY; CTBOPEHHSI JiiarpaM MOTOKY JaHHX
MK [polecamu; 3amuc Kepyrodoi crtpyktypu (II3 BHcOkoro piBHS); KOHTPOJb
KOPEKTHOCTI CTBOPEHOT CTPYKTYPH; JOKYMEHTYBaHHSI.

Meta poboTH — BH3HAYMTH PiBHI aOcTpakmii # iX 3acTOCyBaHHS Ui METOJIIB
3BOPOTHOrO IHXKMHIPUHTY Ta aHalily MOpOrpaMHUX MPOAYKTIB, TNPHUB’A3aTH
3aCTOCYBaHHS METPUK NMPOrpaMHOI iHKEHepii A0 MpoLeaypH PO3paxyHKy PU3HKIB U
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MIPOJIEMOHCTPYBATH 1€ Ha MaKeTi IPOrpaMHOi peaizariii.

BxigHoro iH(opMali€ero mporecy 3BOPOTHOTO IHXHHIPHHTY € HeoOpoOIeHHi
(mochimxyBaHuil) KOA MpPOrpaMHOro NpoAykTy (daiin, OitoBi nani). Pesymerar -
YAOCKOHAIIEHUH, 3axWIIeHU, MOAu(IKOBaHWI TMPOrpaMHUN KOI Ta JOKYMEHTH
crerudikarii g0 HHOoro. HasBHicT, mnepBwHHOI croermudikarii OaxaHa, aie He
BHUMAaraerbesl.

2. MeToau ii iHCTpyMeHTAJIbHI 32c00U peBepc-iHKUHIPUHTY.

OCHOBHMMH ME€TOJIaMH, 3aCTOCOBHUMH B Taiy3i 3BOPOTHOTO IHXHHIPHHTY € METOIH
CKCIIEPUMEHTIB («YOpHA CKPUHBbKA»), CTATHYHUH, IUHAMIYHMH Ta CTATHCTHYHUIMA
aHanizu [2].

IHCTpyMeHTanbHIMHU 3ac00aMyu PEIHXUHIPUHTY € IHTEpaKTHBHI qu3aceMoOnIepu
PE-penakropu, APIl-MoHiTOpH, MIICTHAALSIKOBI peAakTOpH, PpeiiMBOPKH 3BOPOTHOTO
MPOEKTYBaHHS Ta aHami3y IBIHKOBHX (ailiiB, mporpamu Ajsl CTBOPEHHS JaMIIiB,
pemaryBaHHs TaOnuipb mepemimeHb. KpiMm toro, Hampukian, y [3] mpomoHyeThCs
3acTocyBaHHs rpadiuHux HapiratopiB mporpamuoro 3abesmeuenus (CIAO ta CIA),
Bi3yaJIbHUX 1HCTPYMEHTIB PO3yMiHHS, aHami3y Ta BiOOpaXCHHS MPOTrPaMHOTo
3abe3neuenns (Rigi), iHCTpyMeHTIB KiacTepu3ariii, reaepatopiB mporpam (GEN++).

3 OrIIAOM Ha TaKy KiJIBKICTh PI3HOMAHITHHX 1HCTPYMEHTIB 3pO3yMLI0, TPOIEC
JOCHI/DKEHHSI TPOrpaMHOro 3a0e3MedYeHHs] € TPYIOMICTKUM Ta CKIaJAHuUM. Tomy
pO3po0OKa IHTErPOBaHOr0 3aco0y aHai3y KOAY € HeOOX1THOIO MPOIIECTyPOFO.

3. Bumoru Ta MeTpUKH

3 MeTo IMJIaHyBaHHS 4acy, HEOOXiTHOTO AJisl BUKOHAHHSA POOIT 3 aHamilzy Koay i
OIIIHIOBaHHs SKOCTI Ta CKJIAJHOCTI BHKOHAaHUX POOIT 3aCTOCOBYIOTBHCS CHEIiabHI
metpuku (Xoncrena, xunba, Mak-Keiiba, MeTpuku mporpamHOi iHXeHepii, SK TO
KUIBKICTh 3HalmeHuX aeekTiB, 1X IIUIBHICTH Ta iH). IIpHKIam po3paxyHKy METPHK
HaBejieHo Ha puc.l. KoMiuiekcHui noka3HuK (TMOpUiHa METPHKa) PO3PAaXOBYEThCS 32
dhopmyiioro
MI=(M, + K;*F(My) + Ko* F(M,) + .. +K*F(M))/(K; + Ky+...+Kn),

ne My — 6a3oBa metpuka, F(M;) — dbyHKmioHadpHA 3amekHICTh, Ki - kKoedimieHTH,
KOTp1 BU3HAYAIOTHCS 3a JIOMIOMOTOK0 PErPECIHHOIO aHai3y.

Modules Names CodeLine Halstead Cydomatic Complexity | Complex indicator.%
sub_416BA0 175 80 215 8.83
sub_416BA1 8 53 112 30,89
sub 416BA2 205 I 53 2923
sub_416BA4 57 18 4 46,59

Pucynok 1. PozpaxyHok mMeTpuk

KomrutekcHuii Ioka3HUK MOke HaOyBatu 3HaueHb B 0 1o 100 1 BimoOpaxaru:
KUIBKICTB CTPYKTYPHHUX 3MiH, 3pO0JIEHUX 3 MOMEHTY MOTEPEIHBOI IEPEBIPKH; MPOIICHT
MMOMHJIOK, BHSIBJIGHHX IIiJi Yac TMeperjasay Koay abo TeCTyBaHHS IIPOIpaMi;
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HEOOXITHICTh CTPYKTYpHUX 3MiH UII KOpPEKTHOi pobotm mporpamu. lIpoBomstbes
JOCTI/DKEHHS TIOAO0 3aCTOCYBAaHHS METPUK SKOCTI NMPOTPAMHOr0 3a0e3IeUCHHS J0
PO3paxyHKy pU3HKiB (TphOX (haKTOpHA MOJEND - 3arPO3H, BPA3IUBOCTI Ta (hiHAHCOBI
BTpAaTH, SIKi ITOB’s3aHi 3 PaKTOPOM Hacy).

3. PiBHi a0cTpakmii

3 MEeTOI0 CIPOILEHHS MPOLECy 3BOPOTHOTO 1HKMHIPUHTY BBa)KaeMO HASBHICTH TPHOX
piBHIB abcTpakmii. AOCTpakiis HIKHBOTO (HHU3BKOI0) pIBHA — MAaIlIUHHUN KON
cucteMn abo TPOTPaMHOTO MPOIYKTY. Moxke BKIFOUaTH iH(OpMamio mpo 30ipKy,
(hopMaT 3arosioBKy (aiiry, 3aCTOCOBaHI PETICTPHU, POMOALT ITaM’sITi, MepeTiK KOMaHI.
AOcTpakuis cepeHbOro piBHS — KOMIIOHEHTH, MOIYJl CHCTeMH, Nepelik (QyHKIIH,
iHdopMariiss mpo iHTEpdeicH, CTPYKTypH NaHWUX, MOTOKH KEPYBaHHSI CHCTEMOIO.
AOcTpakiiss BEpXHbOTO (BUCOKOTO) PIiBHA — apXiTeKTypa Ta u3aiiH cuctemu. Ha
OMY PiBHI CTBOPIOIOTBCS Ta BiJOOpaKalOTBCS JAiarpamu, OJIOK-CXEMH, CTPYKTYpH
MPOTPaMHOTO TIPOAYKTY.

4. A0cTpakuisi HI:KHbOTO PiBHSA

Crniouyatky anamizyeTbcst OiTOBHME Kon mporpamu. Lle aHamor «4opHOi CKpUHBKI».
SIKIO MOCHiTHWKY HIYOTO HE BiZIOMO PO MPOTpaMHHUM MPOAYKT, TOAI HAa HU3BKOMY
PiBHI 3’SICOBYETBCSI CHCTEMa, SIKa € CEPEJOBHIIEM BiANPAIlbOBYBAHHS IPOIPaAMHOTO
MPOAYKTY, THII aHaji3oBaHOTrO (paiimy Ta Horo ocoONMBOCTI (Hampukiaa, 4 € ¢aiin
BUKOHYBaHHMM, apXiBOBaHUM, CTHCHEHMM abo 1mudpoBanuMm). IlepeBipseTbcs
HasBHICTh MapKaHTIB (4acOBHUX, a00 cremianbHuX). SKio daiin He € BUKOHYBaHUM, TO
BUSIBIISIETHCS THIT caMoro ¢aiimy i iHCTpyMeHTalbHE cepeloBHUIle, Y SIKOMY (aiin
BiJIITPAIIbOBYE.

[Ipu BUsBNEHHI, 0 MaEMO BUKOHYBaHUH (haijioM, MpU3HAUYEHUH U1 pOOOTH B
cuctemi Windows (curnarypa 0x4D Ox5A (MZ) B nepiux 1Box 0aiitax), Ha Ipyromy
Kpolli aHamizyemo PE-3aronoBok. BimnrykyroTs modaTkoBi W mpukinmesi Omoku PE-
3aroJIOBKY 3 METOIO aHajli3y MOKIUBOCTI BOY/JOBYBaHHS 3aXMCHUX MEXaHI3MiB, aJipecu
CIIeiaJbHUX CTPYKTYPHHX OJIOKIB, TaKHX, SIK, HAIPUKIIAI, TOYATOK Ta JOBXUHY CTEKY
JAHUX, PO3IOJILI MaM’sITi TOIIO.

3araipHUIA BUTJISI XapaKTEPUCTHK Y BUTIISAL OJIOKY TaM’sTi 300pakeHO Ha
PUCYHKY 2.

PucyHok 2. 3anmuc xapakTepUCTHK Y ITaM’sITi

3aranomM, Ha TiepIoMy piBHI aOcTpakiii oTpuMyeMo O1u3pko 40 mapameTpis,
IO XapaKTepH3YIOTh OIepalliiHe cepeoBHUIlle, HA BUKOHAHHS B SKOMY OpPI€HTOBAHO
MpOTpaMHUIl MPOJAYKT Ta PAA XapaKTEPUCTHK, Cepel SIKUX €, HampuKiIald, O3HaKa
OIlepamiifHOTO Cepe/lOBUINA; PO3MIp 3arojoBKa BHKOHyBaHOro (aitmy B ab3amax;
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MMOYaTKOBE 3HAYeHHS pericTpy SP - agpecu BepIIMHU CTeKa; KOHTPOJIbHA CyMa BMICTy
BUKOHYBaHOTO (hailry; O3HaKa Tepeladi YNpPaBIiHHS Mporpami; aapeca TaOIHIi
nepemileHsb 1 T.11.

OtpuMmaHi AaHi, 3acTOCOBaHI Ha JIPyroMy W TPETbOMY DIBHSX aOCTpakiiH,
OyIyThb CIPHATU TPUCKOPEHHIO MPOBEACHHS aHaiidy. ETam 4OpHOI CKPHHBKH HE €
OCHOBHUM B KJIaCHYHOMY PEIHXKHHIPHHTY. AJie B raiy3i 3aXHCTy MporpaM Ta JaHHX
BiH Hagae A0 40% HeoOXiJHOI Ha MOAANBIINX eTanax iHdopMariii.

6. BusiBjieHHsl Ta BiloOpa:keHHsI CTPYKTYpH

[Iponeaypa BigHOCHUTBCS 0 aOCTpaKIlii CepeHHOr0 PiBHS BHSBIICHHS KOMIIOHCHTIB,
MOIYJiB cHcTeMH. Bu3HaueHHS Tepeniky W CTPyKTypu (QYHKUiH, OTpuMaHHS
iH(hopMarii npo iaTepdeiicu, CTPYKTypH JaHHUX, IOTOKH KEPYBaHHS CHCTEMOIO.

Lle eram cratmuHOro aHamizy. Ilporpama He 3alycKaeTbcs HAa BHKOHAHHSA, a
JOCTIKY€EThCS 11 BAKOHYBaHHUH KOJI.

Ha erami cratmaHOTO aHami3y 3aCTOCOBYIOTHCS MOAYII Bizyauizarii, OyayroThCs
Ta BiTOOPaKalOTHCSA CXEMH PO3MOALITY TaM STi, CTPYKTypa MPOTpPaMHOI CHCTEMHU Ta
B3a€MO3B’SI3KH MiX i1 MoaynsiMu Ta QyHKIisiMA. CTBOPIOIOTECS TaOIUIIL 3 TIEPEIIiKOM
¢byHKIi Ta 1X B3aeMO3B’s3KaMH. BUSBISAIOTBCS 3MiHHI, iX (hopMaTH, MOMEHTH
3aCTOCYBaHHS, B3a€EMO3B 130K Ta TepeBipsAEThCs iHGOpMAIlisi, OTpUMaHa Ha HU3BKOMY
PiBHI a0CTpaKIIil 111010 PO3MIIEHHS OJIOKIB IaHUX y IaM’sTi.

CTpyKTypa AOCIiPKyBaHOTO MPOTPAMHOTO MPOAYKTY MOXKe OyTH BimoOpakeHa
CTPYKTYypHOIO cxemoio (puc.3), abo cxemoro moroky maanux DFD i moxe Oyrtu
noOyoBaHa Ha OyIb-IKOMY PiBHI abCTpaKiii.

[Ipu BuKOHaHHI 3a7a4i 3aXHUCTy MPOTrPaMHOTO MPOAYKTY Ha CEpelHBOMY piBHI
OyayeThCsl TAOMUI BUSBICHUX (QPYHKIIN 31 3B’S3KaMH, MEPEIKOM IMOYaTKOBUX apec
KO’KHOT (YHKIIT Ta TapaMeTpiB BUKIUKY, BHUSBISIOTBECS QITOPUTMH POOOTH Ta
npusHaueHHs. [IpuiiMaeTbest pillleHHs MO0 MOMKITUBOCTI BIOCKOHAICHHS OKPEMHX
O10KiB 200 3aMiHM Ha creniani3oBaHi QyHKIIIT 3aXHCTYy.

- —" wu_—

Pucynok 3. [Ipuxian BigoOpakeHHS CTPYKTYPH

Crnig 3ragatv ¥ mpo CTaTHCTUYHWN aHami3, SIKUH TaKoX 3aCTOCOBYETHCS Ha
LILOMY €Tami JUIs BUSBJCHHS B3a€MO3B’SA3KYy MDK 3MIHHMMHM, YaCTOTH Ta MiCIs iX
3aCTOCYBaHHS.

7. Bumiii piBeHs adcTpakmii

OcraHHiil, BUIIMKA piBeHb a0CTpakilii € eranmoM 3amycky nporpaMm B Oe3nedHoMy
CepeJIOBHII, TTOKPOKOBOTO BUKOHAHHS, YTOYHEHHS OTPUMAHUX Ha MOMEpeIHIX eTarnax
XapaKTePUCTUK Ta 3HaHb IOJO CTPYKTYpU NPOTPaMHOIO NPOAYKTY, HpU3HAUYEHHS
OKpeMHX OJIOKIB Ta MOIYJIB H NMPOrpamMHOro HPOIAYKTY B LijJoMy. Bussnserbcs, uu
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Ma€ MPOTPpaMHHUN TPOMYKT OBEpJICUHY CTPYKTYpPY, UM 3aCTOCOBYIOTHCS JMHAMIYHI
0i0miorekn. Ha 1ipoMy eTami TeCTyHOThCS 3aCTOCOBaHI 3ac00M Oe3INeKH, MPOBOAITHCS
eKCIepUMEHTH 3 3alycKy OJOKIB IporpaM Ta 4YacoBl 3aMipH, IEpeBipsIeThCS
Mpane3aTHICTh OHOBICHOTO MPOrPaMHOrO MPOAYKTY. OCHOBHHM METOJOM IHOTO
PiBHA € TUHAMIYHHAN. AJleé OCHOBOIO MOTO YCIIIIHOCTI ¥ BXiAHUMHU JAHUMU JJIs1 POOOTH
€ indopmaris, 3100yTa Ha MOMEPEAHIX PIBHIX.

BucnoBku. B po0oTi TpOAEMOHCTpOBaHA MOMKIIHUBICTh TPEACTABICHHS IIPOIECY
3BOPOTHOTO IHXHWHIPUHTY B BHIJISIII TOCTIOBHOCTI aOCTpakIliif, iX MOETHAHHS 3
eTamaMM  JIOCTI/DKEHHS TpOrpaMHUX MPOAYKTiB. Bka3aHo Ha  MOXIIMBICTh
3aCTOCYBaHHS METPHK IPOTpaMHOi IHKeHepil Ui OMMIHKH CKJIAJHOCTI BUKOHAHHS
3a/lay aHamizy W MOJAjibIIOl TPHB’S3KH OTPUMAHUX TOKA3HUKIB JI0 TPOIEIYp
iH(opMaIlifiHOT Oe3IeKH, a caMe — JI0 PO3paxyHKy pu3uKiB. [Ipo1eMOHCTPOBaHO MaKET
MporpaMHoOi peaizalii mporeaypy 3BOPOTHOTO IHKHHIPUHTY.
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Abstractions of reverse engineering in the control and
construction of protected software implementations

Nataliya Maslova

Reverse engineering has many applications in IT. These are tasks of compatibility, reproduction of
outdated components, analysis and protection of software products. Despite its relevance, there is
no comprehensive approach to solving the problems of control and construction of protected
software implementations, taking into account the capabilities of software engineering and the
needs of information security. The paper demonstrates the possibility of presenting the process of
reverse engineering in the form of a sequence of abstractions. The methods of analyzing static,
dynamic, and, in particular, experimental software implementations are combined by a model of
abstractions into a logical sequence. And the application of metrics of software products provides
an opportunity to tie the control and development of protective mechanisms of software
implementations to the basic concepts of information security, namely to the calculation of risks.
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